
 

 

Electronic communication, Equipment and Social Media Policy 

Wright Service Corp. employees use a variety of technologies for electronic communication. All 
electronic communications must comply with all company policies, such as those on diversity, ethical 
behavior, content, values, personal conduct and harassment. 
 
Wright Service Corp. is also concerned with the protection of our Wright Service Corp. brand and 
controlling how brand is used on the internet. If a Wright Service Corp. associate is speaking as an 
authoritative Wright Service Corp. source on the Internet, or in a public forum, this policy applies. 
 
Examples of technologies that use electronic communication includes, but is not limited to: 
 
Any audio/video recording device, such as tape recorders, cameras, camera phones, cellular phones, 
handheld PDA devices, smartphones, computers, etc.  
 
E-mail, instant messaging, and instant messages  
 
Chat rooms and text messaging 
 
The Internet 
 
News groups 
 
Electronic bulletin boards and wikis 
 
Personal home pages 
 
Web logs, blogs, or message boards, or external social media sites (e.g. Facebook, Myspace, Twitter, 
Flixster, LinkedIn®, etc.) 
 
As a preventative step to secure associate privacy, trade secrets and other business information, most 
Wright Service Corp. employees are prohibited from making audio and/or video recordings of business-



related communications, meetings, etc. It is possible, however, for an associate to occasionally have a 
business need to use audio and/or video recording devices in their job functions. This policy is not 
intended to limit those regular job-related functions. If you feel you have a business need to use an 
audio and/or video recording device, you should obtain the permission of your manager. Your HR 
professional can help you assess whether recording the communication is appropriate. An associate 
should always use a company issued audio and/or video recording device in these situations. Wright 
Service Corp. employees are prohibited from using personal audio and/or video recording devises in the 
workplace for recording business related communications. 
 

Misuse of Electronic Communication 
 
Wright Service Corp. electronic communication systems must be used responsibly. Misuse of electronic 
communication systems wastes valuable company resources, risks creating a hostile work environment, 
reduces the capacity and performance of electronic communication systems, exposes the company to 
civil and criminal liability and causes a loss in productivity. Employees who hold regulatory licenses may 
be held to more stringent guidelines.  
 
You are strictly prohibited from using electronic communication to participate in: 
 
Activities for the purpose of conducting a personal business venture. 
 
Actions or activities undertaken on behalf of, or acting as an agent for, a non-business related and 
unapproved organization, company, agency, or individual. 
 
Activities that are illegal under, or intended to circumvent, federal, state, local or foreign laws. 
 
Activities and content that represent you speak for Wright Service Corp. without appropriate 
authorization. 
 
Unauthorized use of, or reference to, the Wright Service Corp. member company names or product 
information. 
 
Activities and content that are unethical or could result in the establishment of a hostile work 
environment, including inappropriate language and jokes, chain letters, pornography, threats, and 
harassment. This includes but is not limited to any activities and content that include anything that is 
inflammatory, obscene, profane, defamatory, libelous, abusive, hateful or embarrassing to another 
person or entity. 
 
Activities that disclose Wright Service Corp. confidential and proprietary information except to persons 
who are authorized to receive such information. 
 
Activities that could damage the company’s professional reputation. 
 
Activities and content that includes sales activity such as advertisements, solicitations or marketing of 
products or services, or gives specific advice related to investment and insurance products, unless you 
are authorized to participate in such activities as a requirement of your job. 
 



Activities that involve the use of audio/video recording devices in work areas and non-work areas, 
including but not limited to, cafeterias, lobbies, lounges, vending machine areas, restrooms, or locker 
rooms without first obtaining the consent of each person being recorded and/or photographed or 
videotaped. Refer to “Use of Audio/Video Recording Devices” in the section regarding the use of these 
devices for business related purposes.  
 
Activities using any technology to intercept any information on another computer or install any 
computer software on any Wright Service Corp. computer unless the associate is engaging in a business-
specific job function and operating in accordance with Wright Service Corp. Information Security Policy. 
 

Social Media 
 
Wright Service Corp. defines social media broadly to include any online media that allows readers, 
viewers, or listeners to participate in the creation or development of content using highly accessible and 
scalable publishing techniques. Examples of external social media include Facebook, MySpace, Twitter, 
Flixster, LinkdIn, etc. Examples of internal social media include Microsoft Teams, SharePoint and 
company driven message boards. 
 
Wright Service Corp. recognizes that social media can be a powerful communications tool for sharing 
ideas and exchanging information. Wright Service Corp. is committed to using social media to promote 
its brand and maintain communications with current and prospective employees, customers, business 
partners, vendors and suppliers, and the general public. Wright Service Corp. is concerned with ensuring 
that use of social media serves its need to maintain its brand identity, integrity, and reputation while 
minimizing risks to Wright Tree Service, its customers, and employees. 
 
In addition to the prohibited activities listed above for all electronic communications, here are some 
guidelines for appropriate use of social media: 
 
Be respectful and professional. 
 
Apply Wright Tree Service’s Code of Conduct and Company Values in all social media activities. 
 
Follow company policy on utilizing the Company’s name, logo, sweepstakes offers, or other proprietary 
information. 
 
Respect copyright and fair use rules, as an associate’s ability to share material in a commercial use is not 
the same as when they are acting as an individual.  
 
Maintain confidentiality of client, organization, and competitor data. 
 
Ensure that anything that you post is clearly understood to be your opinion and not the opinion or an 
endorsement of the organization; speak for yourself and not Wright Service Corp. as a whole. 
 
Don’t post sales activity, such as advertisements, solicitations, or marketing of products or services 
without appropriate authorization. 
 
Avoid excessive or non-business-related activity that impacts your job performance. 



 
When in doubt, consult with your manager as to whether the content you wish to post is appropriate or 
reasonable under the circumstances. 
 
Obey the terms of service of any social media site. 
 
Never post anything on an external or internal site that you would not be comfortable seeing on the 
front page of a local or national newspaper. 
 
This Wright Service Corp. Employee’s Social Media Guide has been created as a resource tool for 
employees, so they can better understand the appropriate use of social media and reviews things they 
should consider before posting content to a site. 
 

Reporting Misuse 
 
If you are aware of a violation of this Electronic Communication and Social Media policy, there are two 
steps you can take depending on the circumstances: 
 
Discuss it with your manager or contact your local Human Resources professional @ 515-271-1198 
 

Spam Filtering System – Unsolicited Commercial E-Mail 
 
Electronic communications are provided to employees for business purposes. Wright Service Corp. has 
taken steps to protect employees and the network by using a spam filtering system to reduce the 
amount of spam entering the Wright Service Corp. network. The filter may block some of the 
nonessential business communications you would otherwise receive. All spam filtered by Wright Service 
Corp. will be deleted and irretrievable. 
 

Associate and Manager Accountability 
 
All employees must follow the Electronic Communication Policy and use electronic communication 
systems responsibly. Managers are responsible for ensuring their employees follow this policy. 
 

Monitoring of Electronic Communication 
 
In accordance with information security policy and the Wright Service Corp. Policy Guide, assets that are 
paid for or provided by Wright Service Corp. (Corporate Assets), such as laptops, computers, cellphones, 
pagers and smartphones, may be monitored to guard against unauthorized or inappropriate use. In 
accordance with Wright Service Corp. policies, all Corporate Assets may be accessed remotely for 
legitimate business purposes. Even if you were not actively monitored or your information was not 
accessed in the past, you may be monitored, and your information may be accessed in the future. 
 
Wright Service Corp. office property, such as locked computers, phones, and files, may be accessed and 
opened for legitimate business purposes. 
 



Wright Service Corp. may also monitor the use of social media created by personal non-Wright Service 
Corp. assets, if the social media involves references, or utilizes Wright Service Corp. in any manner 
whatsoever, including its brand, products, materials, customers, policies or practices. Failure to comply 
with the Electronic Communication and Social Media Policy can result in disciplinary action, which may 
include removing the social media post, termination of employment, and/or civil and criminal action. 

 
Software Usage  
 
Wright Service Corp. provides users with the access to a wide variety of software. This software is a 
valuable resource provided for the limited purposes of advancing, enhancing and promoting the 
business and educational opportunities made available by Wright Service Corp. This policy sets forth 
guidelines regarding the use of such software and establishes acceptable practices and responsibilities 
associated with the use of such software. Wright Service Corp prohibits the improper or illegal use of 
software by users.  
 
All software must be appropriately registered to Wright Service Corp or one of its subsidiaries.  
 
A variety of software is available on the internet. Some of the software, called “Freeware” or 
“shareware,” is available for free of charge for limited use and be used within the organization with 
approval and testing by IT to ensure the suitability of the software use within the Wright Service Corp 
companies.  
 
Employees are prohibited from bringing software from home and loading it onto the business’s 
computer hardware. 

Computer Equipment Policies and Practices 
 
Wright Service Corp. has established standards for computer hardware (desktops, laptops, and printers) 
and software (referred to throughout this guide as “computer equipment”). Contractual agreements 
have been developed with major hardware manufacturers, software developers and service providers. 
 
Computer equipment and associated peripheral devices issued to employees are company-owned 
assets to be used only for conducting Wright Service Corp. business. The agreements Wright Service 
Corp. has with our suppliers prohibit employees from adding hardware or software for personal use. 
Personal use of Wright Service Corp. computer equipment is strongly discouraged.  
 
Storage of company data on external drives (e.g. thumb drive, hard drive, phone) or hosted third party 
sites (e.g. Google Drive, Dropbox, iDrive) is strictly prohibited.  

Employees are expected to use customary care, custody and control of any company-owned computer 
equipment provided to them. If for some reason (such as termination of employment or job change) the 
requirement for computer equipment no longer exists, all computer equipment, related products and 
any other company-owned equipment must be returned to a Wright Service Corp. office, so they may 
either be re-deployed or disposed through a standard surplus policy.  
 



To coordinate a specific service need, please contact your manager. If further assistance is needed, 
Desktop Support Services will instruct you to mail or drop-off the computer equipment to a Wright 
Service Corp. office. 
 
Wright Service Corp 
IT – Desktop Services  
5930 Grand Ave 
West Des Moines, IA. 50266 

Help Desk number:  515-343-5225 

If an associate terminates his or her employment or he or she will no longer be working from home or 
another remote location, it is the manager’s responsibility to ensure the computer equipment is 
returned to Wright Service Corp. for re-deployment or disposal. Any piece of computer equipment or 
related equipment that has the capability of storing Wright Service Corp. information must be returned 
before it can be deployed to a new or different individual.  Examples of this type of equipment are 
desktop computers, laptop computers, printers, all-in-one machines, digital cameras, and media 
(diskettes, CD-Rs, etc.), cellular phones. Any equipment not returned to Wright Service Corp. will be 
reported to the Wright Service Corp. Corporate Attorney to seek recovery of that equipment by lawful 
means. 
 
 

 
 
 
 


